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Outline
• Digitalisation and Big Data in Trade and Customs processes
• A vision

• Emerging Technologies with examples
• Digitization, Big Data AI
• Already being adopted
• Blockchain
• Trade logistics, Trade finance and other use cases today
• Cryptography (ZKP, FHE)
• A little bit in the future
• Sustainability Technology

• Summary
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Imagine a world where legitimate goods move across
borders as easily as they move across a country – a world
in which cross-border crime no longer makes the headlines

Customs Agencies are faced with two contradictory goals

Control

Facilitation

Promoting economic growth by
accelerating pace of legitimate
trade

Technology
helps resolve
the tension

Protecting safety, security and
financial interests of the country by
maximizing compliance

In the midst of an increasingly challenging environment

Increasingly heavy workload and
service expectations

Increasingly complex network of
government and private sector
partners

Increasingly
sophisticated and global threats

Big Data creates an even greater challenge

>750M container
movements (TEU) p.a.
to support global trade

The Zettabyte Era
180 Zettabytes by 2025

>2 Billion
users of mobile and
social media

Customs Agencies must master
three strategies to thrive…

1. Customer
oriented processes

Facilitation
Control
Efficiency

3. Co-ordinated digital
clearance processes

2. Intelligence led
risk based
supervision

Emerging technologies can supercharge these strategies

Blockchain
Trusted, distributed ledger
Shared business processes

Big Data and AI

Crypto advances

Understand | Reason | Learn

Connected sensors
ZKPs

Trade and Fiance Networks

Cognitive Object Detection Assistant

Customs Transit monitoring

Mutual recognition

Rulings Assistant

Secure trade lanes

The evolution of AI

General AI
Revolutionary

Broad AI
Disruptive and
Pervasive
Narrow AI
Emerging

Learning from less data
Transfer learning
Trusted AI (fair, robust, explainable)
AI embedded in business processes
AI for AI (AI-driven dev tools)
▼ We are here

2050 and beyond
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Stage 3
Internet of Value

The evolution of Blockchain
•

Stage 2
Network of networks
Digital tokens

Stage 1
Individual networks

N

•

High-Value Business
Networks with Privacy
Preserving
Collaboration
Seamless flow of assets
and information through
digital representation of
assets and
interoperability of
networks
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Blockchain Today
Huge Potential

Challenges

More than 100 Industry
production networks

Reluctance of partners (HfS)

Market size $12B by 2022
(IDC)
Track goods and services
worth $2T by 2023 (Gartner)
Networks in Asia to
outnumber the rest by 2:1

Sensitivity of competitive
information (Deloitte)
Majority of projects build their
own network (Deloitte)
Improve performance, reduce
cost and complexity (IBP)
Interoperability and
Regulation
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Trade supply chains have 3 core modern era challenges

Process Optimization

Data Visibility

Demand Management

… and despite progress in all three areas, end-to-end inefficiencies remain
• Administrative costs are twice
the cost of physically shipping
the container
• Fraud in global trade is $600B
© 2017 IBM Corporation
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• Worldwide cargo losses exceeds
$55B
• Non-tariff trade barriers suppress
global trade by ~15% (WEF)

Problem
inefficient, expensive, vulnerable
Importer’s records

Exporter’s records

Import Custom’s records

Export Customs records

Importer Bank’s records

Freight Company’s
records
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Solution
A shared, replicated, permissioned ledger…
…with consensus, provenance, immutability and finality
Importer’s records

Import Custom’s records

Importer Bank’s records

Blockchain

Exporter’s records

Export Customs records

Freight Company’s
records
14
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BLOCKCHAIN: WELL SUITED FOR SUPPLY CHAINS
Blockchain addresses the underlying challenges inherent in
collaborating across a distributed, fragmented supply chain ecosystem

SHARED LEDGER

SMART CONTRACT

PRIVACY

TRUST

Append-only
distributed system of
record shared across
business network

Shared business logic
governing what
transactions may be
written to the ledger

Ensuring appropriate
visibility; transactions are
secure, authenticated and
verifiable

Transactions are
endorsed by relevant
participants

A network of industry
participants maintains a
distributed, permissioned
ledger with copies of
document filings, relevant
supply chain events,
authority approval status,
and full audit history;
every change results in a
new, immutable block

Cross-organizational
business processes, such
as cargo title transfer, are
pre-programmed and built
into Blockchain and
distributed to and executed
on the network, preventing
any member from changing
the business logic

Cryptography enables
permissioned access so
only the parties
participating in a
specific shipment can
submit, edit or approve
related data

Information such as
documentation filings and
authority approvals can
only be changed if
endorsed by the parties
taking part in the
shipment; full audit
history maintained on the
Blockchain

Different types of blockchain
• All blockchains aim to provide irrefutable proof that
a set of transactions occurred between participants
• Different types of blockchain exist:
is an example of an
unpermissioned, public blockchain
–
–
–

The first blockchain application
Defines a shadow-currency and its ledger
Resource intensive

• Blockchains for business generally prioritize
– Assets over cryptocurrency; Identity over anonymity; Selective endorsement over proof of work
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News from yesterday!

Trade Supply Chain Use Cases
Supply Chain Workflow
Blockchain solution to
manage and track the
paper trail of tens of
millions of shipping
containers across the
world by digitizing the
supply chain process

Manufacturing Provenance
Blockchain holds
complete provenance
details of each
component part,
accessible by each
manufacturer in the
production process
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Supply Chain Visibility
Blockchain technology
provides visibility to all
the participants
involved in moving
goods by tracking the
purchase order and
shipment status

Supply Chain Financing
Blockchain solution
creates a consolidated
and detailed view of
transactions visible to
all parties resulting in a
reduction in # disputes,
dispute cycle time, and
improvement in use of
working capital

Supply Chain Accountability
Blockchain holds the
history of many items
through entire supply
chain providing
traceability of raw
materials

Regulatory and Insurance
Blockchain captures
information about
shipments, risk and
liability, and helps
firms comply with
insurance regulations

A simple cross-border trade example
•

We consider trade documents and associated events as
objects in cross-border trade

•

We first describe a basic example blockchain network that will
be our example

•

We also take a sample event from the Buy-Ship-Pay* model
like issuing a purchase order that gives rise to one document
and one event that we will persist and have to be recognized
on the blockchain

•

Other documents and events can similarly be considered

* http://tfig.unece.org/contents/buy-ship-pay-model.htm

Technical flow of our
blockchain transaction

Principles of blockchain transactions:
• Identity
• Endorsement
• Authentication and Authorization
• Smart Contracts
• Immutability

Note: Current example is based on Hyperledger Fabric

A private sector overview of trade blockchain initiatives
• Trade Logistics
•

Tradelens, Bill of Lading, Global Shipping Business Network, Open Trade Blockchain

• Payments
•

Ripple, SWIFT, Stellar (Worldwire)

• Trade Finance
•

R3 Voltron, we.trade, eTradeConnect

• Food supply chains and agricultural commodities
•

ADM-Bunge-Cargill-Dreyfuss-Cofco for commodity markets, Food Trust with Walmart/others
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GLOBAL TRADE IS HIGHLY INEFFICIENT AND
BURDENED BY PAPER-BASED PROCESSES
Data trapped in organizational silos
Manual, time-consuming, paper-based processes
Clearance takes too long and is often subject to fraud
High costs and poor customer service

TRADELENS MISSION
Connect the ecosystem
Driving true information sharing
Foster collaboration and trust
Spur innovation

TradeLens Overview

THE TRADELENS ECOSYSTEM
The foundation of TradeLens is its global supply-chain ecosystem. TradeLens is
already working with over 175 organizations to expedite decision making and
improve supply chain efficiency.

Introduction
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Customs and Government Authorities
Authorities and agents in charge of the import and export of
goods want powerful new tools to help them digitize the
customs clearance data and document workflows, improve
risk management, and increase transparency.

Ports and Terminals
Shippers And Cargo Owners
Beneficial cargo owners (BCOs) at the heart of the supply chain are looking to
increase the reliability of their supply-chain, respond quickly and with agility to
changes in customer demand, and enable cross-organizational automation.

3PLs and Freight Forwarders
Third-party logistics providers (3PLs) handling their customers’ cargo want to
advance their digital strategy, gain immediate back-office efficiencies, and position
their business as a trusted partner to their regional and global customers.

Intermodal Operators
Train, drayage and barge operators are looking for trustworthy visibility and
document management tools to help make informed decisions and let them focus
on efficient asset planning and building value-added services for customers.

Port and terminal operators are seeking ways to increase the
efficiency of yard planning, improve communications around
customs-release and connect to an extended port
community.

Ocean Carriers
Carriers around the world are looking to gain efficiency and
improve asset utilization in order to deliver better customer
service and offer competitive rates on every shipment.

Financial Services Providers
Financial services providers, including insurance companies,
want to automate laborious manual verification processes,
increase transparency, simplify compliance and streamline
financial settlements.

TradeLens Overview

Introduction
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THE TRADELENS PLATFORM
The TradeLens Platform provides every entity involved in global trade with the digital tools to share information and
collaborate securely. Unlike open, anonymous blockchains like those used for cryptocurrencies, on the TradeLens
blockchain, members are known based on cryptographic identities and "trust anchors" operate blockchain nodes.

Permissioned data

Blockchain-enabled

Standards-based

Enterprise security

Open APIs

TradeLens Overview

Introduction
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THE TRADELENS MARKETPLACE
BUILDING A DIGITAL FUTURE FOR TRADE
The TradeLens Marketplace accelerates supply chain innovation and value creation by offering apps and services developed by
TradeLens and third parties that work on top of the platform and leverage the power of ecosystem data.

TradeLens Applications
Foundational offerings and other value-added products developed and managed by the TradeLens collaboration team.
TradeLens Core
The essential TradeLens application enables a simple, standard, digital exchange of information across parties
to a shipment.

TradeLens eBL
Addresses a longstanding pain point in the ocean shipping industry: the creation, transfer, and surrender of bills
of lading. Intended to simplify and streamline the existing paper-based process and offer a digital alternative.

Future applications

Partner Applications
Applications that can be developed, sold and distributed by authorized third-parties.*
* Partner applications may be deployed at a later date.

Packing List
Original
Bill of Lading
Non-Negotiable
Bill of Lading
Advance
Declaration

TRADELENS BLOCKCHAIN BUSINESS
NETWORK

* Note: representative sample only of the data on the platform
Pre-Paid
Invoice

Ports &
Terminals

Certificate of
Origin

Carriers

Shipping
Instructions

Ports &
Terminals

Importer
Security Filing
Cargo Specific
Certificate
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Customs &
Authorities

Customs
Clearance

Drayage

Commercial
Invoice

3PL

Export
Documentation

BCO

STRUCTURED
AND UNSTRUCTURED DOCUMENTS*

Import
Documentation

Example: AI-powered Indices on Blockchain

Farm to Fork food supply chain
Remote
sensed
Pest & Disease
risk indices
- weather
- satellite
- IOT

1. Indices
persisted
on-chain at
farm level

Consider Corn, Spinach, Tomato farmed
across India and Indonesia is shipped to
Singapore for packaging and distributed as
Mixed Salad in stores across Singapore,
Thailand, Malaysia

Recall efficiency
Safety
Compliance
2. Smart Contracts proactively
monitor risk and flag early
warnings triggering inspection

AI powered crop health indices rate safety and
likelihood of contamination of ingredients.
When risky components combine, the end
product is riskier from a food safety perspective
27

Flow of ingredients, their processing, packaging, and distribution

28

Flow of ingredients, their processing, packaging, and distribution

Safe
Safety index of pest/disease risk based on
agricultural modeling and analytics

Moderate
Risky
29

Detailed Indices for Corn produce

30

Lot contains
high
risk ingredients

Safe
Moderate
Risky

31

Risky combined lot of ingredients was turned into
Mixed Salad and sent to many stores
Inspection intervention recommended!

Stores potentially affected
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Building blocks for privacy-protecting collaboration

•
•
•
•

Consensus
Provenance
Immutable
Smart Contracts

•

Gold Standard Privacy

•
•

Secure Multi-party
computation
Robust to adversaries
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Framework for Zero Knowledge Proof documents
{

}

"ShipperName": “Sony Inc.”,
"From Address": "Singapore",
"To Address": "Bangalore",
"Item Name": "Television",
"Item Price": 2000,
"Quantity": 10,
"Item Amount": 20000,
"Tax": 2400,
"Total Amount": 24000,
"Priority Clearance": 0,
"Amount Paid": 24000

{

}

Document

"ShipperName":
"From Address":
"To Address":
"Item Name":
"Item Price":
"Quantity":
"Item Amount":
"Tax":
"Total Amount":
"Priority Clearance":
"Amount Paid":

Structure: Public

{

}

: “Sony Inc.”,
:"Singapore",
:"Bangalore",
:"Television",
:2000,
:10,
:20000,
:2400,
:24000,
:0,
:24000

Values: Secret

• Document owner can compute one time commitment for the entire document
• Generate proofs for important properties that anyone can verify asynchronously
• Embed the proof verification in smart contracts
• Customs/others can verify that tax is computed correctly in a scalable, privacy-preserving way
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A spectrum of cost-effective technology solutions for mitigating
and adapting to climate change must be discovered

Natural
Carbon
sequestration Energy
Storage

Carbon Accounting &
Measurements

Adaptation

Mitigation

Engineered
Carbon
capture Carbon
re-use

Carbon
Performance

GHG
monitoring

Renewable
Energy

Climate
Modeling

Climate
Impact
35

Organizational carbon footprint
Scope 1: Direct emissions
Direct GHG emissions that occur
from sources that are controlled or
owned by an organization.

Scope 2: Indirect emissions
Indirect GHG emissions associated
with the purchase of electricity,
steam, heat, or cooling.

Scope 3: Indirect emissions
in supply / value chain
Indirect GHG emissions in the value
chain of the reporting company,
including both upstream and
downstream emissions.

36

Summary
• Significant technological advances are being made in the area of
digitalization of trade and making it sustainable
• Many of these are in step with regulatory and legal changes that have
started to happen
• Hopefully this inspires you and removes any fear of technology
• The technical and regulatory/legal communities must work together to
digitalize trade
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